
Hack me if you can!
Exploring Vulnerabilities in Frontend Applications



Senior Frontend Engineer at RedRose

MEHMET 
DEMİRAY

Awards & Recognitions

mehmetdemiray

demirayco



Source: 2023 Hacker-Powered Security Report (Hackerone)

Where Hackers Focus Their Efforts

Spotlight on Frontend Security



The Prevalence of Unreported Vulnerabilities

The Hidden Part of the Iceberg

709 million
Number of blocked access attempts to 
phishing and scam sites

40%
Increase in phishing attacks
2023 - 2024

The widespread integration of technologies featuring 
built-in GPT chats has provided scammers with new avenues to exploit.

Source: Kaspersky reports phishing attacks grow by 40 percent in 2023

Dall-E Prompt: 
Create a Disney-style illustration with a white 
background explaining phishing.



$45,259,505 https://bughunters.google.com/about/key-stats

$15,348,490 https://bugbounty.meta.com
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XSS

NPM(DEPENDENCY) CONFUSING

OPEN REDIRECT

INFORMATION DISCLOSURE

INSUFFICIENT SESSION MANAGEMENT

Security Issue types from Unsecured Frontend Code

Common Frontend Vulnerabilities

BROKEN LINK HIJACKING

CSS INJECTION
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Cross Site Scripting

XSS

IMPACTS
Session Hijacking, 
Data Theft, 
Phishing Attacks, 
Keylogging …more



Potential Sources of XSS

XSS

User Input Forms
URLs
Cookies
Third-Party Libraries
HTTP Headers
Data from External/Internal Sources
Email and Messaging Systems
WebSockets
Event Handlers
Iframes and Embedded Contents
Browser Extensions

Prevent XSS attacks

Input Validation
Output Encoding
Content Security Policy (CSP)
Escaping Data
Sanitize HTML
HTTPOnly Cookies
Secure Headers
Cross-Origin Resource Sharing(CORS)

Dall-E Prompt: 
Create a Pixar-style illustration on a white background and colorful 
depicting a heroic character (resembling a Pixar protagonist) using 
a magical shield to protect a computer or website from malicious 
scripts, represented as dark, menacing lines of code. The 
character should display a confident and determined expression. 
Include security symbols like locks and checkmarks around the 
scene to emphasize protection and safety.



NPM DEPENDENCY CONFUSING

A dependency confusion attack occurs when a 
dependency library is downloaded from a public 
registry rather than the intended private/internal 
registry because a malicious attacker could trick the 
package manager (npm for NodeJs, pip for Python, 
rubygems for ruby) into downloading the malicious one 
from the public repository he controls.

IMPACTS

Remote Code Execution

Backdoor Injection

Data Theft

+ more



NPM DEPENDENCY CONFUSING
Real Example



Open Redirect

IMPACTS

Phishing Attacks
XSS
Credential Theft
Malware Distribution
Session Hijacking
Reputation Damage
Information Disclosure
+more

CWE-601: URL Redirection to Untrusted Site ('Open 
Redirect')



Information Disclosure



Information Disclosure
Source code disclosure



Information Disclosure
Sensitive Information into Log FileCross-domain Referer 
leakage



Insufficient Session Management



Broken Link Hijacking

IMPACTS Phishing Attacks
Malware Distribution
Session Hijacking
Reputation Damage
Information Disclosure
+more



CSS Injection

Attack Scenerio

Frontend 
Sanitizing



CSS Injection



Thanks!
https://github.com/mehmetdemiray/JsKonf2024-HackMe


