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Containerization: What is a Container?
Orchestration Tools: Managing Containerized Applications
Kubernetes Overview
Kubernetes Security



What is Container?



Orchestration Tools



Master 
Components•

•
•
•

API Server 
etcd
Controller Managers 
Scheduler

Node 
Components•

•
•

Kubelet 
Kube-proxy
Container Runtime

Kubernetes Components



•
•
•
•

Cluster Security 
Segregation 
Network Policies
Use Hardening Images

Kubernetes Security

•
•
•
•
•
•

Pod Security
Code Analysis (SonarQube) 

Image Scan (Trivy)
Pod Isolation
Run as Non Root User 

Patch Management



Kubernetes Security



Kubernetes Security



•
•
RBAC

User Permissions

•
•
•

Secret Management 
Encrypted Storage 
Rotational Policies

Kubernetes Security



• Continuous Monitoring
•
•

Event Logging 
Audit Trail

• Regular Security
•
•
•

Penetration Tests
Compliance Checks (PCI DSS etc.) 
Update Regularly

• Disaster Recovery

Kubernetes Security



Now, with the measures and strategies 
we've discussed about Kubernetes 

security, how can you improve the 
security status of our organization 

or project?


