Advantages of Web Application
Firewall on Distributed Environment
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Web Application Nedir?

Bir web tarayicisi yada mobil uygulama tzerinden
erisilebilen ve web teknolojilerini kullanarak ¢aligsan bir
yazilimdir. Web uygulamalari, kullanicilar arasinda bilgi
paylasimi, is surecleri otomasyonu, e-ticaret, egitim,
haberlesme ve daha birgok alanda c¢esitli islevleri yerine

getirebilir.

Sunucu tarafinda genellikle bir programlama dili (6rnegin
Python, Java, PHP, Ruby) kullanirlar.
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Web uygulamalarinin
guvenlik zorluklari
ve ihtiyaclari.

Developerlarin Guvenli Kod gelistirmeleri gerek.
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Kullanilan programlama dili, kutuphaneleri, 3.parti API’lerin SRR
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zafiyetleri Internet uzerinden gelen ve sadece atak olan

isteklerin tespit ve engellenmesi F/P leri yonetmek
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WAF Nedir?

 Web uygulamalarinin guvenligini artirmak igin
kullanilan bir tur guvenlik duvaridir. WAF, web i G
uygulamalarina yonelik saldirilari engeller ve koruma RIS
saglar.
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WAF Temelleri:

 Application Security (0S17) L
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« WAF'in temel islevleri ve nasil ¢aligtigi. SN R
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« HTTP protokolunun WAF tarafindan nasil iglendiiﬁ

+ WAF'in gesitli giivenlik kontrolleri ve saldiri tespit
mekanizmalari. (OWASP Top 10) e
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WAF Kullanim Senaryolari:

turlerini engelleme. T

 Uygulama katmaninda guvenlik agiklarinin
kapatilmasi. WordPress, Drupal, Magento,
OpenCart vb.
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Traditional Methods

Hardware Appliances
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 WAF'in nasil entegre edilebilecegi, konfigurasyo nu R
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* Yedeklilik ve kapasite yonetimi.

« Sistemin 7/24 monitor edilmesi
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Distributed WAF (Cloud-based)

peki nasil?:
Anycast DNS

GSLB - Geo IP

Advanced Load Balancer

Edge computing

Origin Shield
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Distributed WAF Avantajlari:
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» Olgeklenebilirlik ve Performans

Maliyet
Guncelleme ve Bakim
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MEDIANOVA CLOUD
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MEDIANOVA CLOUD
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WAF

Carrefour
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Every HTTP/HTTPS request will be checked against a set of rules. If the check succeeds, the HTTP request will be sent to the website in order to obtain the

content. The event will be logged, if the check fails. In the "Monitor only" mode, no other actions will be performed. In the "On" mode, an error code will be sent in

the HTTP response.

WAF Mode

On

Rule name

When incoming requests match...

Field Operator

User Agent v contain

Choose an action

Block

Value



Sorular?

Tesekkurler.
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